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DRM, Watermark and how to protect e-books

Publishers, self-publishers and book stores online are wondering how to protect their
e-books. Any reader can easily dowload this type of file after customers purchased
them, but there is the risk that somebody could create pirate copies of that e-books,
without taking into account the rights of people who worked on that books. In this
article I will show how can you protect your e-book by DRM.

What is DRM and how it works

DRM (= Digital  Rights  Management)  is  a  system which allows you to track the
number of downloads for a single purchase. If you buy a paperback book, you get
only a single copy of that book. If you buy an e-book protected by DRM, you can
dowload it only for six times. Remember that there are two types of DRM: Adobe
DRM and Social DRM.

Adobe DRM

Have  you  just  purchased
an e-book with an Adobe
DRM?  Before  reading  it
you  have  to  subscribe  to
Adobe's  official  website,
and  you  have  to  insert
your  personal
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informations. When you have completed the registration, you will receive your ID
Adobe by e-mail.

If you try to download it more because you have lost your e-book, even if you have
purchased it, you can't download it!  Adobe DRM is free for writers which are using
this protection fot their e-books.

Social DRM or Watermark

Social DRM or Watermark is easier to use than Adobe DRM: if you purchase an e-
book, publishers will add some informations about you (for example, your name and
surname) on your files, so the service is able to track sold e-books. A reader can't give
out an e-book that he/she has just read as a gift (to do this, you will have to purchase
a second copy of that e-book and you will have to write your friend's name). 

You can use social DRM for reviews: an author can track how many copies he/she
used to promote his/her e-book and bloggers to whom he/she asked a review.

A Wordpress Premium Plugin to protect your e-books

For publishers or those which are selling e-books by their own website in WordPress,
the  Premium  Plugin  WP  Stamper  PDF could  be  useful.  This  plugin  is  fully
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compatible with Woocommerce and its job is  adding a Watermark at the end of
each page of every sold e-book. This plugin shows reader's personal informations
and the e-mail, used to buy that file.

When you don't need to worry about it

It's uncommon that somebody spends time to spread pirate copies of an e-book
which cost less than 1 Euro or for low quality e-books. Protect your e-book by
DRM is unnecessary in these cases, and even if your e-book is sold with a perfect
ratio price/quality. If a reader likes your e-book he/she might decide to give it out as a
gift. This would allow a word-of-mouth advertising for publishers and authors.

Does it mean that you don't have to protect your e-book? No, it doesn't. It only means
that you have to evaluate every chances about your e-book!

Choices against DRM

Surely  who works  in  publishing business  has  to  protect  his/her  job,  but  you can
choose  other  ways.  For  example,  you can  create  a  backup  of  your  e-book.  This
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method is called “Temporal Marking”: you just need to lodge a copy of your e-
book in a record office, before you circulate your e-book around the Net.

By using the “Temporal Marking” you can even save your digital signature, with
date and hour of your registration. No reader has to subscribe somewhere to read
your e-book and this way has legal value.

In order to protect  my e-books,  I  used this way and until  now I didn’t have bad
surprises.
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